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Abstract of the contribution: This contribution proposes a solution for authorization and management of PIN and PIN Elements in 5GS.
1.
Discussion
This paper proposed a solution to resolve: 
-
Key Issue #3: Management of PIN and PIN Elements. 

-
Key Issue #5: Authorization for PIN.
2.
Text proposal
It is proposed to agree the following changes vs. TR 23.700-88:
>>>>BEGINNING OF CHANGES<<<<
6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues
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>>>>NEXT CHANGE<<<<
6.X
Solution #X: Solution for authorization and management of PIN and PIN Elements
6.X.1
Description
6.X.1.1
Registration management of PEMC, PEGC and PINE
The registration management is used to register or deregister a PEMC/PEGC/PINE with the PIN Application Server, and maintain the user context in the network. 
The Initial Registration procedure involves execution of PEMC/PEGC/PINE authentication and access authorization based on the configuration of the owner of the device. 
Once registered and if applicable the PEMC/PEGC/PINE updates its registration with the PIN Application Server:

-
periodically, in order to remain reachable; or

-
to update its status, or

-
to update its communication path; or

-
to update its capabilities or parameters,
The profile of PINE/PEGC/PEMC is stored or updated in PIN AS after successful registration. The device profile may include following information:
-
Device ID, 
-
Device name,
-
MAC address or Bluetooth ID,
-
GPSI of UE,
-
Security related information,
-
Device type e.g., PINE, PEMC, PEGC,

-
Device communication capabilities, 
-
Device services capabilities.
A set of device context data of PINE or PEGC in a PIN may include following information:
-
Associated PIN ID,

-
Associated PEGC,

-
Device state,

-
Allocated IP addresses/IPv6 prefix,
-
Authorized communication paths.
6.X.1.2
Management of PIN and PINE Elements
The PEMC is registered into PIN AS and authorized to manage a PIN. The user of the PEMC can initiate the request to create a PIN via P4 reference point with PIN AS. 
The PIN ID is allocated by PIN AS and an optional PIN Name can be allocated by the PEMC user. The profile and context data of the PIN is stored in PIN AS and synchronized with PEMC. 
Following context data may be stored in the PIN profile:
-
PIN state (active or inactive),
-
List of serving PEMCs, include: 
-
PEMC ID,

-
PEMC state,
-
GPSI and PLMN ID.
-
List of serving PEGCs, include: 
-
PEGC ID,

-
PEGC state,

-
GPSI and PLMN ID.
-
List of PINEs 
-
PINE ID,

-
PINE state,

-
MAC address, BT ID, or GPSI and PLMN ID,

-
The association with PEGC and other PINEs.
-
The validity duration and the time validity of a PIN and PINE
The PEMC may invite/expel a PEGC or PINE in a PIN, and a PINE/PEGC may request to join/leave a PIN. All the request is routed to PIN AS for authorization. After successful authorization, PIN AS updated the PIN profile and modify the context data of the involved PEGC/PINE. The policy and parameters are provisioned to the PEGC via P3 reference point and to PINEs via P1 reference point to enforce the behaviour of the PINE and PEGC.
According to the policy of mobile operator, PIN AS may provision the PIN related information to the NEF, PCF, UDR or UDM for policy control or subscription management.
6.X.2
Procedures
6.X.2.1
PIN Elements registration and PIN management
Figure 6.X.2.1-1 depicts a high-level procedure of PIN Elements registration, PIN management and invitation of PIN Elements to the PIN.
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Figure 6.X.2.1-1: PIN Elements registration and PIN management
1-3.
Registration of the PIN Elements (e.g., PINE, PEGC, PEMC) to the PIN, includes authentication and authorization of PIN Element, reporting of PIN Element ID and PIN Element profile to the PIN AS. It’s assumed that the PIN Elements can communicate with PIN AS via Internet.
4.
After successful registration, the PEMC sends a request to the PIN AS to create a PIN. The PIN ID is assigned by the PIN AS to the PEMC.
5.
The PEMC requests the PIN AS to add the PEGC into the PIN. If the invitation is accepted by the PEGC, the PIN AS updates the PIN profile and context data. The PIN AS sends configuration and parameters to the PEGC for PIN communication.
6
The PIN AS provisions PIN Service Specific Parameters to the UDR (via NEF) for policy control of  the PEGC, include e.g., the PIN ID, default QoS requirement and valid time for PIN communication. 
7.
The PEMC requests the PIN AS to add the PINE into the PIN. If the invitation is accepted by the PINE, the PIN AS updates the PIN profile and context data. The PIN AS sends configuration and parameters to the PINE and PEGC for PIN communication.
8.
The PIN AS provisions PIN Service specific Parameters to the UDR (via NEF) for the association of the PINE with the PEGC, include e.g. PINE ID, default QoS requirement and valid time for the PINE communication with 5GS.
6.X.2.2
PINE accessing to 5GC via PEGC
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Figure 6.X.2.2-1: PINE accessing to 5GS via PEGC
1.
PDU Session of PEGC is established.

2.
Application layer signaling is exchanged between the PEGC and the PIN AS. A list of PINEs authorized to access the PEGC are provisioned to the PEGC.

3.
A PINE requests to access the PEGC for traffic relay to 5GS.

NOTE:
The signaling exchange between PINE and PEGC is based on non-3GPP access (e.g. WIFI, Bluetooth) and application layer deployment.
4.
The PEGC authorizes the access of the PINE, and allocates IP address for the PINE.
5.
The PEGC intiates PDU Session modification as defined in clause 4.3.3.2 of TS 23.502 [3]. 

The PEGC sends the PINE information to the SMF via NAS signaling, include the PINE ID, IP address of the PINE, IP address and allocated port number in case of NAT applied.
6.
The SMF updates the PCF with the PINE information in SM Policy Association Modification.

7.
The PCF queries the UDR for PIN Specific Service Parameters with the PINE ID, and receives the QoS requirement of the PINE communication.

The PCF derives the PCC rules for the PINE according to the QoS requirement received from the UDR and IP address/port number of the PINE from the SMF.
8.
The PDU Session Modification procedures as specificed in clause 4.3.3.2 of TS 23.502 [3] continues from step 2. The QoS flow for the PINE communication with 5GS is established.
9.
The PEGC sends a response to the PINE.

10.
The application traffic of the PINE is relayed to the 5GS via the PEGC.

6.X.3
Impacts on Existing Nodes and Functionality
PIN AS:
The PIN AS provisions PIN service specific parameters to the UDR (via NEF) for policy control of  the PEGC.
UDR:
In addition to the functions defined in TS 23.501 [2], the UDR performs the storage of PIN Service Parameters.
NEF:
For PIN Application Functions to provide service specific parameters to the 3GPP network, the NEF supports additional PIN service parameters.
PCF:
The PCF queries the UDR for PIN Service Parameters of a PINE and derives the PCC rules for the PINE communication with 5GS. 
>>>>END OF CHANGES<<<<
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